NHO®OPMALIMOHHAS ITAMATKA
JJIAA OBYUYAIOIIIUXCA

C KaXIpIM TOJJOM MOJIOJIC)KUA B HHTEPHETE CTAHOBUTHLCA OOJIbIIE, a IIKOJIHHUKH
OJIHU U3 CaMbIX aKTHUBHBIX MOJIb30BaTeNnen Pynera. Mexay Tem, TOMUMO
OTPOMHOTO KOJIMUECTBA BO3MOXKHOCTEH, UHTEPHET HECET U MPOOJIeMBbl. JTa
IaMsITKa JOJDKHA OMOYEL TeOe 0€30I1acHO HAaXOAUTHCS B CETH.

KomnrerotepHbie BUPYCHI

KomneroTepHbIii BUPYC - 3TO pa3HOBUAHOCTb KOMIIBIOTEPHBIX IIPOTrPaMM,
OTJIMYUTENBHON OCOOEHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTD K PA3MHOKEHHIO.
B nononnenue k 3ToMy, BUPYChl MOT'YT IOBPEAUTD WU MOJHOCTHIO YHUUYTOXKHUTh
Bce (hailsibl U JaHHBIE, MTOJKOHTPOIBHBIE MOJIH30BATENI0, OT UMEHU KOTOPOro Oblia
3amylleHa 3apakeHHas MporpaMma, a TakKe MOBPEIUTh WIIH J1a)K€ YHUUTOKHUTh
OIepalMOHHYI0 CUCTEMY CO BCEMU (pailiaMu B 11e710M. B 60JIBIINHCTBE CllydaeB
PacCIpOCTPAHSIOTCS BUPYChI UEPE3 UHTEPHET.

MGTO}IBI 3alIUThI OT BPCIAOHOCHBIX ITPOrpaMM:

1. HCHOHBSYﬁ COBPCMCHHBIC OIICPAIIMOHHBIC CUCTEMBI, UMCIOIITUC CCpBC3HBII>'I
YPOBCHBD 3allUTHI OT BPpCAOHOCHBIX IIPOTpaMM;

2. IloctosiHHO ycTaHaBnuBai nmauty (1u@poBbIe 3aIJIaTKH, KOTOPHIE
ABTOMAaTHYECKHU YCTAaHABIMBAIOTCS C IEIBI0 IOPAOOTKH IPOrpaMMBbl) U IPYTHE
O0OHOBIICHHS CBOEH OomepaIrimoHHON cucTeMbl. CKaunBail MX TOIBKO C
odunuanbHoro caira pazpadorunka OC. Eciu cymiecTByeT pexum
ABTOMATHYECKOro OOHOBJICHHS, BKIIOYH €r0;

3. PaGoraif Ha cBOEM KOMIIBIOTEpE IO IIPaBaMH ITOJIb30BATEIS, a HE
aAMUHUCTPATOPA. DTO HE MO3BOJIUT OOJIBIIUHCTBY BPEAOHOCHBIX MTPOrpamMM
WHCTAJJTUPOBATHCS HA TBOEM MEPCOHAIIBHOM KOMIIBIOTEPE;

4. cnonp3yit aHTUBUPYCHBIC MMPOTPAMMHBIC TIPOTYKTHI U3BECTHBIX
IIPOU3BOUTENICH, C aBBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpaanyb HU3NIECKUHN JOCTYI K KOMITBIOTEPY JJIS IOCTOPOHHUX JIUIL;

6. Ucnonp3yi BHEIIHUE HOCUTENN HH(POPMAIINH, TaKHe KakK (prienika, TuCK Uit
¢aiin u3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBaii KOMITBIOTEPHBIC (DAMITBI, TOTYYECHHBIE U3 HEHAJC)KHBIX
MCTOYHUKOB. J[axke Te (aiiibl, KOTOphIE MpUCIIall TBOM 3HAKOMBbIN. Jlyule yTounu
y HETo, OTHPABJISI JIM OH TeOe UX.



Cetu WI-FI

Wi-Fi - 3T0 He BuJ mepeiayn JaHHBIX, HE TEXHOJIOTHS, @ BCETO JIHIIL OpPEH]I,
Mapka. Eme B 1991 roay Hunepianjckas KOMIIAHUS 3apEeTUCTpUPOBaia OpeH T
"WECA", uto o603Havasio cinoBocoueranue "Wireless Fidelity", kotopsiit
NEePEeBOJUTCS Kak "0ecrpoBOIHas TOYHOCTD'.

Jlo Haiero BpeMeHu Joliia apyras abopeBuarypa, KoTopasi sIBJISETCS TAaKOU xKe
TexHoyioruer. 1o abopeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM
Ha CTaHAapT BbIcuel 3BykoBoi Texuuku Hi-Fi, uto B nmepeBosae o3Havaer
"BBICOKasi TOUHOCTB".

Jla, 6ecruiaTHBIM HHTEPHET-IO0CTYII B Kade, OTESAX U adpoIopTax sBISETCS
OTJINYHON BO3MOKHOCTBIO BbIXOJa B MHTEpHET. HO MHOTHE dKCIIEpTHI CUYUTALOT,
yTo obmieaoctynubie Wi-Fi ceTu He sSBIsOTCS 0€30MacHbIMHU.

CoBeThbl 110 0€30MacHOCTH PabOTHI B 00IIEAOCTYHBIX ceTsiXx Wi-fi:

1. He mepenagaii cBoro MuuHyI0 HHpOpMAIKIO uepe3 odmienocTynasie Wi-Fi certn.
PaGoTas B HUX, )KenaTeIbHO HE BBOJAMTH IMAPOJIH JIOCTYIIA, JOTUHBI B KAKUE-TO
HOMEpa;

2. Ucnionb3yit 1 OOHOBIISIIE aHTUBUPYCHBIE IPOTpaMMbl U OpanaMayep. TeM caMbIM
ThI 00€30MacuIllb ce0s OT 3aKauKu BUPYCa Ha TBOE YCTPOMCTBO;

3. IIpu ucnonszoBanuu Wi-Fi otxmoun pyskiuio "OOmuii 1octyn K daitiam u
npuHTepam". JlaHHas QyHKIHS 3aKphITa IO YMOJTYaHUIO, OJTHAKO HEKOTOPHIE
MI0JI30BaTENI aKTUBHPYIOT €€ I YA00CTBa UCIIOIL30BaHUS B paboTe WK yueoe;

4. He ucnions3yit myommunbiii WI-FI u1st nepenayun TMYHBIX JaHHBIX, HATIPUMEDP
JUIS1 BBIXOJIA B COLMAIBHBIE CETHU WM B 3JIEKTPOHHYIO TOUTY;

5. Ucnonw3yi TosbKO 3amuiieHHoe coeaunenue yepe3s HTTPS, a ue HTTP, T.e.
npu Habope BeO-aapeca BBoau umMeHHO "https:/";

6. B MmoOmipHOM Tenedone otk Gyakmuro "Tlonkmouenue k Wi-Fi
apromatnuecku'". He momyckail aBTOMaTH4e€CKOro MOJKIIOUEHUS] yCTPOUCTBA K
cetsim Wi-Fi 6e3 TBoero cormacus.

CormanabpHble CETH

ConmanpHble CETH aKTUBHO BXOJST B HAITY ’KHU3Hb, MHOTHE JIFOJW PabOTaIOT U
KUBYT TaM IIOCTOSTHHO, a B Facebook yke 3aperucTpupoBan MUILIHAP]T] YCIOBEK,
YTO SIBIACTCS OJHOM ceAbMOM BCeX KUTEJIEH IUIaHeThl. MHOTHE MMOIb30BaTSIIM HE
MMOHUMAIOT, YTO MH(GOPMAITUs, pa3MEIICHHAS MU B COITMAIIBHBIX CETIX, MOXKET



OBbITh HailleHa U UCTIOJIb30BaHA KEM YTO/IHO, B TOM YHCJIEe HE 0053aTEeNBHO C
0JIaruMu HaMEPEHUSIMHU.

OCHOBHBIE COBETHI IT0 0€3011aCHOCTH B COLIMAJIBbHBIX CCTAX:

1. Orpanuub crnucok apy3eil. Y te0st B Ipy3bsiX HE JOJKHO ObITh CIy4alHbIX U
HE3HAKOMBIX JIIOJICH;

2. 3amuinaii CBor 4acTHYIO K U3Hb. He yka3biBaii maposu, TenedoHsl, ajapeca,
JaTy TBOETO POXKICHUS U APYTYIO JIMUYHYIO HH(DOpMaIHiO. 3II0yMBIILICHHUKA
MOTYT HCIOJIL30BaTh Jaxe WH()OPMAIIMIO O TOM, KaK Thl U TBOU POJIUTEIIN
IJIAHUPYETE MPOBECTU KAHUKYIIBI;

3. 3amuminai cBOIO penyTaluio - Iep>KH €€ B YUCTOTE U 3a/1aBail cebe Bompoc:
XO0TeJl ObI Thl, YTOOBI APYTUE MOJIH30BATENIN BUICIH, UTO ThI 3arpyrKaeiib?
[Togymaii, mpesxie 4eM 4To-TO ONYyOJIMKOBATh, HAITUCATh U 3aTPY3UTh;

4. Ecnu Tl TOBOPHIIIB C JIFOJIBMU, KOTOPBIX HE 3HACIIIb, HE UCIIONBb3YH CBOE
peanbHOE UMA U JPYTYIO JIMYHYI0 HH(GOPMAIUU: UM, MECTO )KUTEIbCTBA, MECTO
y4eObl U Mpoyee;

5. N36erait pazmemenns ¢portorpaduit B UntepHere, rie Thl H300pakeH HA
MECTHOCTH, 110 KOTOPOH MOYKHO OTIPEICIIUTh TBOE MECTOIIOIOXKECHHE;

6. HpI/I perucrpanvu B COHI/IaJIBHOﬁ CCTHU H€O6XO,ZII/IMO HUCIIOJIB30BaTh CJIOXKHBIC
ImapoJjin, COCTOAIHNC U3 6YKB )41 HI/I(l)p N C KOJIMYCCTBOM 3HAKOB HC MCHCC 8;

7. dns conuanbHOM CETH, TTOYTHI U JPYTUX CAaWTOB HEOOXOIMMO HCIIOIb30BaTh
pasHbie mapoiau. Toraa eciau TeOs B3JIOMAIOT, TO 3JI0YMBIIIUICHHUKH TOJTydaT
JOCTYTI TOJILKO K OJHOMY MECTY, a HE BO BCE Cpa3y.

DJIEKTPOHHBIE ICHBIU

DJNEeKTPOHHBIE JEHBIH - 3TO 0YeHb YAOOHBIH CIIOCO0 IIaTeXKel, 0JTHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPHIE XOTAT MOJYYUTh 3T JCHBIU.

DNEKTPOHHBIE JEHbIU MOSBIIINCH COBCEM HEIABHO M UMEHHO M3-3a 3TOTO BO
MHOTHX T'OCY/IapCTBax 0 CHUX ITOP HE MPOIMKUCAHO PO HUX B 3aKOHAX.

B Poccum sxe oHM yHKITMOHMPYIOT M O HUX YK€ TIPOIKMCAHO B 3aKOHE, TJIe X
pa3AessioT Ha HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3Hulia B Tom,
YTO aHOHHMHBIC - 3TO T€, B KOTOPBIX pa3peliaeTcs MpOBOIUTh onepaluu 6e3
UACHTU(DUKAIIMY TI0JIb30BaTENIsA, & B HCAHOHUMHBIX HICHTU(HUKAIIHS TI0JIb30BaTEIIS
SIBIISIETCST 00SA3aTEIBLHOM.



Taxxke cieyeT pa3inyaTh 3JIEKTPOHHbIE (PUATHBIE JEHBI'M (PAaBHBI
rOCYJapCTBEHHBIM BAJTIOTaM) U SJIEKTPOHHbBIC HE(PUATHBIE JCHBI'U (HE PABHBI
rOCYy/1apCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI MO O€30MacHOI paboTe € AAEKTPOHHBIMU JACHBIAMM:

1. IIpuBsiku K cueTy MOOMIBHBIN TeaedOH. ITO caMblil yIOOHBINA U OBICTPBIN
Croco0 BOCCTAHOBUTH JIOCTYI K cueTy. [IpuBsi3anHblil TenedoH MOMOKET, €CIH
3a0yenb CBOM IUIATEKHBIN IapoJib WK 3aiIelb Ha CAUT C HE3HAKOMOIO
YCTPOMCTBA;

2. Vcnons3y#t onHopazoBeie nmapoiu. [lociie nepexoaa Ha yCUIIEHHYIO
aBTOpHU3AIUIO TeOE yxKe He OYJEeT yrpoxkaTh OMacHOCTh KpaXKu WM MepexBara
IUIATEKHOTO NapoJIs;

3. Boibepu ciioxHbIi maposib. [IpecTynHukaM OyaeT He MPOCTO YraaaTh CIOMXKHBIH
naposb. HagexxHble mapoiu - 3To mapoiiv, KOTOphIe COACPKAT HE MeHee § 3HAKOB
Y BKJIFOYAIOT B C€0S1 CTPOYHBIC U MPOMUCHBIC OYKBBI, TUPPI U HECKOIBKO
CHMBOJIOB, TaKH€ KaK 3HaK J0Ju1apa, (yHTa, BOCKIMIATSIbHBINA 3HAK U T.11.
Hanpumep, $tROng!;;

4. He BBOJH CBOM JIMYHBIC JAHHBIC HA CaﬁTaX, KOTOPBIM HC JOBCPACIID.
QHGKTpOHHa}I ImodurTa

DJIEKTPOHHASI TTOYTA - TO TEXHOJIOTHS U MPEIOCTABISIEMbBIE €10 YCIYTH 110
NIEPECHUIKE U TTOTYUYSHUIO JICKTPOHHBIX COOOIIIEHUH, KOTOPHIE pacipeaeIsIIoTCs B
KOMIThbIOTepHOM ceTr. OOBIYHO JIEKTPOHHBIN MTOYTOBBIN SIIIUK BBHITJISIAUT
CIeAYIOMKUM 00pa3oM: UMs_IOIb30BaTeISI(@WUMS_ToMeHa. Takke KpoMe repenadn
IIPOCTOT0 TEKCTa, UMEETCS BO3MOXKHOCTh IepeaaBaTh (Haiibl.

OcHOBHBIE COBETHI 110 O€30MaCHON PadoTe C JIEKTPOHHON MOYTOM:

1. Hamo BeIOpaTh MpaBUIIbHBIN TOYTOBBIN CcepBHC. B MHTEpHETE €CTh OTPOMHBIN
BbIOODP OeCIIaTHBIX TOYTOBBIX CEPBUCOB, OJIHAKO JYYIIle IOBEPSATH TEM, KOTO
3HACIIb U KTO IEPBbII B PEUTHHTE;

2. He yka3pIBaii B TWYHOM MOYTE TUIHYIO HHGopMaruio. Hanpumep, myurie
BbIOpaTh "My3bIKabHBINA (aHaT@" wim "pok2013" BmecTo "temal3";

3. Ucnonp3yi IBYX3TANHYI0 aBTOPU3ALIMI0. DTO KOTJa TOMUMO MapoJis HY>KHO
BBOJIMTH KOJI, MPHUCHUIaEMbIN 10 SMS;

4. BpiOepu CIIOKHBINA Maposib. JIJIsi KaKI0T0 MOYTOBOTO SIITUKA JOJKEH OBITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY NapOJib;



5. Ecii ecTh BO3MOXKHOCTB HaIlMCaTh CaMOMY CBOW JIMYHBIN BOIIPOC, UCIIOJIb3YH
3Ty BO3MOXHOCTB;

6. Mcnonp3yi HECKOIBKO MOYTOBBIX AMMKOB. [IepBbIi 711 4aCTHOM NEPEMUCKH C
aJpecaramMu, KOTOPBIM Thl JOBEPSIEIb. DTO JIEKTPOHHBINA aIpeC HE HAZIO0
UCIIOJIb30BaTh MPU PerucTpanuu Ha Gopymax U calrtax;

7. He oTkpbiBail daiisibl U Apyrue BIOKEHUS B MUChMaXx, JaKe €CJIM OHU MPUIILITU
OT TBOUX Jipy3ei. Jlydille yTOUYHU y HUX, OTIIPABIISUIIN JIU OHU TeOe 3TH (hailibl;

8. [Tocne okoHYaHMs pabOTHI HA TOYTOBOM CEPBHCE MEpe]] 3aKPhITHEM BKIIAIKU C
caiiToM He 3a0yIb HaXXaTh HA "BeiiiT".

KubepOymHr unu BUPTyaIbHOE U3/1€BATEILCTBO

KubepOymmHr - nmpeciaenoBanrue COOOIMIEHUSIMHU, COJIEPKAITUMU OCKOPOJICHMUS,
arpeccuio, 3alyruBaHue; XyJIUTraHCTBO; COITMATLHOE OOMKOTUPOBAHUE C IIOMOIIIHIO
Pa3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI O 60pbOE ¢ KHOEPOYILTUHTOM:

1. He Gpocatics B 60ii. JIyumuii crmoco6: mocoBETOBAThCS KaK ce€0sl BECTH U, €CITH
HET TOT0, K KOMY MOKHO OOpaTHTHCSI, TO BHaYaJIe YCIIOKOUTHCS. ECIU ThI HAUHEIIh
0TBEYaTh OCKOPOJICHUSIMHI Ha OCKOPOJICHUS, TO TOJBKO €1lie OOIbIIe PA30MkIKEITh
KOH(JIUKT;

2. Ympanisit cBoeil kubeppemnyTaimei;

3. AHOHUMHOCTH B ceTd MHUMas1. CyIeCTBYIOT CITIOCOOBI BRIICHUTD, KTO CTOUT 32
AHOHMMHBIM aKKayHTOM;

4. He cTouT BeCTH XyJUTaHCKUW 00pa3 BUPTyabHOM Xxu3HU. IHTEpHET
buKcHpyeT Bce TBOM JIEUCTBUS U COXPAHACT UX. Y IaUTh UX OyIeT KpaliHe
3aTPYyIHUTENBHO;

5. Cobnronail CBOIO BUPTYAIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuandHbIi HeraTuB. OTHOPA30BbIE OCKOPOUTEIBLHBIC COOOIICHMS
Jydiie urHopupoBaTh. OOBIUHO arpeccus MpeKpaniaeTcs Ha HadyaabHOW CTa/INH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIICHUSIMHU, B
COIMAJIBHBIX CETSAX €CTh BO3MOKHOCTh OJJOKUPOBKH OTIIPABKU COOOIICHHI C
ONPEAEIEHHBIX aIPECOB;

8. Eciu Th1 cBuAeTenb KuOepOynunra. TBOU JeWCTBUS: BHICTYIIUTh MPOTUB
MpeciieoBaTeNs, MoKa3aTh EMY, YTO €ro AEHCTBUS OLIEHUBAKOTCS HETaTUBHO,



MOACPKATh KEPTBY, KOTOPOU HY>KHA IMCUXOJIOTUYECKasi IOMOIIb, COOOITUTD
B3pPOCJIBIM O (paKTe arpeCCUBHOIO MOBEJICHUS B CETH.

MoO6unbHBIN TenedpoH

CoBpemeHHbIe cMapTHOHBI U TUTAHIIIETHI COJEPKaT B ce0e BIOJHE B3POCIbIi
(GbyHKIMOHAI, U TETepb OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMU
KoMIibloTepaMu. OJIHAKO, CPEACTB 3AIIUTHI JJIsl TOJOOHBIX YCTPOMCTB MOKA OYEHb
Masio. TecTupoBaHUE U TOUCK YSI3BUMOCTEM B HUX ITPOUCXOIUT HE TaK
MHTEHCUBHO, Kak jiis [1K, To ke camoe kacaeTcss U MOOMJIBHBIX MPUIIOKEHUH.

CoBpemeHHbIe MOOHMIIBHBIE Opay3ephl y)Ke MPAaKTUYECKH JTOTHATN HACTOJIBHBIC
aHaJIOTH, OJTHAKO pacliupeHue GyHKIMOHAIA BIeYeT 32 COOON OOJBIIYIO
CJIO’)KHOCTb U MEHBIIYIO 3aIIUIIEHHOCTD.

I[EU'ICKO HC BCC MIPONU3BOAUTCIIN BBIITYCKAIOT 06HOBH€HI/I$I, 3dKPbIBAOIINC
KPUTHUYCCKUC YA3BUMOCTH OJIs1 CBOUX YCTPOﬁCTB.

OcHOBHBIE COBETHI JJIs1 0€30MMaCHOCTH MOOUIIBHOTO TelepoHa:

Huuero He sBaseTcs IMO-HACTOAIICMY OecCIIJIaTHBIM. BYJIB OCTOPOIKCH, BCIAb KOT' ad
Tebe npcajiararoT OecIuIaTHBIN KOHTCHT, B HCM MOI'YT OBITH CKPBITBI KaKHUC-TO
IJIATHBIC YCIIYTH,

Hymaii, mpexxae uem otrpaBuTh SMS, ¢poTo unu Bujeo. Thl TOYHO 3HACIID, T
OHM OyIYT B KOHEYHOM UTOTE?

Heo6x011Mo 00HOBIATE ONIEPAITMOHHYIO CUCTEMY TBOETO cMapT(]oHa;
Hcnonw3yit aHTUBHPYCHBIE POTPAMMBI TSI MOOMITBHBIX TeTIE(OHOB;

He 3arpyxaii mpuioxeHusi OT HEU3BECTHOTO UCTOYHUKA, BEIb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MPOTrpaMMHOE 00eCTieYeHHE;

[Tocne TOro Kak ThI BHIMACIIB C CaiiTa, T/Ie BBOAWI JTUYHYIO HHPOPMAIIHIO, 31 B
HACTpoMKkH Opay3epa u yaanu cookies;

[Iepronnuecku npoBepsiii, KAKME IUIATHBIE YCIYTU AKTUBUPOBAHBI HA TBOEM
HOMEDPE;

JlaBaii cBOit HOMEp MOOHMIIEHOTO TesieOHA TONHKO JIFOISIM, KOTOPBIX ThI 3HACIIID U
KOMY JIOBEPSICIIb;

Bluetooth nomken ObITh BBIKIIIOUEH, KOT/Ia Thl UM HE MOJb3yelibes. He 3a0biBai
MHOT/1a IPOBEPATH 3TO.

Online urpsl



CoBpeMeHHBIE OHIIAWH-UTPHI - 3TO KPACOYHBIE, 3aXBATHIBAIOLINE Pa3BICUYCHUS,
00OBEUHSIONINE COTHH THICSY YEJIOBEK MO BceMy MUpYy. rpoku uccienyror
JAHHBIA UM MHp, OOLIAIOTCA IPYT C APYTrOM, BBIMOIHSIOT 33/1aHUs, CPAKAIOTCS C
MOHCTPaMH U MOJIYYaroT ONBIT. 3a yIOBOJIBCTBUE OHM IUIATAT: MOKYIAIOT AUCK,
OIIAYMBAIOT a0OHEMEHT WJIM MMPUOOPETAIOT KAKUE-TO OIMLUH.

Bce atH cpenctBa uayT Ha nojepKaHue U pa3BUTUE UTPHI, a TAK)KE HA caMy
0€30MaCHOCTh: COBEPIICHCTBYIOTCSI CUCTEMBI aBTOPU3AIINH, BBIITYCKAIOTCSI HOBBIS
naTyu (udpOoBbIE 3aIIATKHU JJIsI TPOrpaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nmomo6HBIX Urpax CTOUT OracathCsi HEe CTOIBKO CBOUX CONEPHUKOB, CKOJIBKO
Kpa)ki TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AIMK OOJIBIIMHCTBA
urp.

OCHOBHBIE COBETHI 110 0€30I1aCHOCTH TBOETO HUI'POBOr'o aKKayHTa:

1. Ecniu ipyroii urpok BeAeT ceOs MmI0Xo WK CO3/1aeT Tebe HeMPUITHOCTH,
3a0JIOKHPYH €ro B CIUCKE UTPOKOB;

2. Ioxkanyiicsa aiMUHUCTPATOPaM UI'Phl Ha TVI0XOE MOBEAEHUE ATOTO UTPOKA,
KeNaTeNbHO NPUIIOKUTh KaKUe-TO JJOKAa3aTEIbCTBA B BUJE CKPUHOB;

3. He yka3biBaii muuHyro uHGpOpMaIMio B Ipodaisie urpsel;
4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranapnmuBaii HeouImaabHbIe TATYH U MOJIBI;

6. Mcnionb3yil CIOKHBIE U pa3HbI€ MapoJiu;

7. Jlaxxe BO BpeMs UTPbl HE CTOMT OTKJIIOYAaTh aHTUBUPYC. [1oka Tl urpaemis, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

dumuHr M KpaxKa JIMYHbIX JaHHBbIX

OOBIYHOM KpaKeH JICHET B JIOKYMEHTOB CET'OIHS YK€ HUKOTO HE YJIUBHIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTUI 37I0YMBIIIIJICHHUKH TEPEMECTHIIMCh B MHTEPHET,
Y TIPOJIOJDKAIOT 3aHUMATHCS " TIFOOMMBIM" JIEITOM.

Tax mosiBUIack HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WIIH (DUIIIMHT, TJIaBHAS
IIEJTh KOTOPOTO COCTOHT B MOTYyYE€HUN KOH(DUACHITMATBHBIX TAHHBIX
NoJIb30BaTeNel - JOTMHOB U naposei. Ha anrnuiickom si3bike phishing untaercs
kak ¢ummHr (ot fishing - peiOHas noBIsA, password - mapob).

OcHOBHbIE COBETHI 110 OOpbOE ¢ PUITUHTOM:



1. Cnenu 3a cBoMM akkayHTOM. Ecim Tl mo03peBaeiiib, YTO TBOSI aHKETa Oblia
B3JIOMaHa, TO HE0OX0IUMO 3a0JIOKUPOBATH €€ U COOOIIUTH aAMUHUCTPATOPAM
pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnonb3yit 6e30macHble Be€O-CailiThl, B TOM YUCIIe, UHTEPHET-MarasuHoB U
ITOUCKOBEIX CHCTEM,

3. Ucnonw3yii cliokHBIE U pa3Hble Taposid. Takum oOpa3om, eciiu Te0si B3JIIOMAIOT,
TO 3JI0YMBIIIJICHHUKH TOJIYy4YaT JOCTYI TOJIBKO K OJJTHOMY TBOEMY MIPOQUIIO B CETH,
a He KO BCEM;

4. Ecnu Te0st B3710MaJIK, TO HEOOXOAUMO MPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 100aBJIeHbI y T€0s B IPY3bsAX, O TOM, UTO T€Os B3JIOMaJI U, BO3MOXKHO,
OT TBOEIO UMEHHU OYyJIeT pacCchlIaThCs CIlaM U CChUIKM HAa (DPUIIIMHTOBBIE CAUTHI;

5. Ycranosu HanexHbli napois (PIN) Ha MoOuibHbIN Tenedon;
6. OTKiIr04N cCoXpaHeHue naposs B Opaysepe;

7. He oTkpbiBaii (pailsibl 1 ipyrue BIOKEHUS B MMMChMaXx, J1a)Ke €CJIM OHU MPUIILITN
OT TBOUX Jipy3ei. Jlydilie yTouyHU y HUX, OTIIPABIISUIIN JIK OHU TeOe 3TU (halJibl.

Hudposas penyranus

Hudposas penyranus - 3T0O HETaTUBHAS WX TO3UTUBHAS MHPOPMAIIKS B CETU O
tebe. Komnpomerupyromas nuapopmarius, pa3MeieHHas B UHTEPHETE, MOKET
CepPBhE3HBIM 00pa30M OTPA3UThCS Ha TBOEH peanbHOM xu3HH. "[udposas
pernyTarusa" - 3TO TBOM UMUK, KOTOPBIN hopmMupyeTcs u3 uHdopmaiuu o Teoe B
UHTEpPHETE.

TBoe MecTo )KUTEIBCTBA, YUeOBI, TBOEC (PUHAHCOBOE MOJIO0KEHUE, OCOOCHHOCTH
XapaKTepa U paccKasbl 0 OJU3KUX - BCE TO HAKAILJIMBACTCS B CETH.

MHorue moAPOCTKH JISTKOMBICIIEHHO OTHOCSTCS K IyOJMKAIIUN THIHOM
uHdopMmanuu B IHTEepHETE, HE MOHUMAas BO3MOXKHBIX ITOCJIEACTBUN. ThI Take HE
CMOKEIITb J0TaaThes 0 TOM, 4To pororpadus, pa3MelieHHas 5 JeT Ha3al, cTajia
MPUYMHON OTKa3a MPUHSITH TOS Ha paboTy.

KommenTtapuu, pazmernienne TBoux ¢potorpaduil U Apyrue 1eUCTBUS MOTYT HE
VCUYE3HYTh JJa)K€ MOCJIE TOTO, KaK Thl UX YAAJIUIIb. Tbl HE 3HACIIb, KTO COXPAHUII
3Ty nH(pOpMaIHIO, TTOTIaNa JIU OHA B TIOMCKOBBIE CUCTEMBI M COXPAaHUJIACH JI OHA, &
[JIABHOE: YTO MOAYMAIOT O Te0€ OKPYKAIOIIHE JIFOAU, KOTOPhIE HAWIYT U YBUAST
sTo. Haiit mH(OpMaIiio MHOTO JIET CITYCTSI CMOXKET JIF000H - Kak U3 JOOPBIX
MOOYKJIEHHUM, TaK U C HAMEPEHUEM MIPUUUHUTD BpeJl. ITO MOXKET OBITh KTO

YTOJTHO.



OcHOBHBIE COBETHI MO 3alIUTE HU(POBOM permyTanuu:

1. Tlogymait, mpexae 4em 4To-To MyOJMKOBAaTh U MepeaBaTh y ce0s B 6Jiore Ui B
COIIMAJIbHOM CETH;

2. B nactpoiikax npouisi yCTAHOBH OIPaHUUYEHHUS Ha IPOCMOTP TBOETO Npodus
U €ro COAEPKUMOTO, CAENal €ro TONbKO "I Ipy3en';

3. He pa3meniaii 1 He yka3biBail HHPOpMaLIHIO, KOTOPasi MOKET KOro-JIn0o
OCKOPOJIATH WIJIM OOMKATh.

ABTOpCKOE MpPaBo

CoBpeMeHHBIC MKOJIbHUKH - aKTHBHBIC ITOJIH30BaTEIN IU(POBOTO MPOCTPAHCTBA.
OnHaKo AajJeKo He BCE 3HAIOT, YTO MMOJIL30BAaHHE MHOTMMH BO3MOKHOCTSIMU

UG poBOro Mupa TpeOyeT COOTIOACHUS ITPaB Ha MHTCIICKTYaIbHYIO
cOOCTBEHHOCTb.

TepMI/IH "I/IHTGJ'IJ'IGKTyaJIBHaSI COOCTBEHHOCTBL'" OTHOCUTCS K Pa3IMIHbIM TBOPCHUAM
YCJIOBCUYCCKOI'o ymMad, Ha4YMHasA C HOBbIX H306p€T€HHﬁ 1 3HAKOB, 0603Haan-OIIII/IX
cOOCTBEHHOCTh Ha MMPOAYKTHI 1 YCIIYTH, U 3aKaHYHMBasl KHUT'aMH, q)OTOFpa(bI/ISIMI/I,
KI/IHO(bI/IJ'IBMaMI/I N MY3bIKAJIbHBIMU ITPOU3BCACHUSAMMU.

ABTOpCKUE TTpaBa - 3TO MpaBa Ha HHTEIUIEKTYAIbHYI0 COOCTBEHHOCTh Ha
IIPOU3BENICHHS HAYKH, TUTEPATYPhl U UCKYCCTBA. ABTOPCKHUE IIPaBa BBHICTYIAIOT B
Ka4yeCTBE TapaHTUU TOTO, YTO MHTEIJIEKTYaIbHBIA/TBOPUECKUN TPY/ aBTOpA HE
OyZeT HampacHbIM, JaCT €My CIIPaBeIJIMBbIe BOBMOXXHOCTH 3apadoTaTh Ha
pe3ynbTaTax CBOETO TPy/a, MOJYyUYUTh U3BECTHOCTH U npu3Hanue. Hukro 6e3
pa3pellIeHrs aBTOpa HE MOXKET BOCIIPOU3BOIUTh €TI0 TPOU3BE/ICHHUE,
pacIpoCTpaHsTh, MyOJIMYHO JEMOHCTPUPOBATH, MPOIABATH, UMIIOPTHUPOBATD,
yCKaTh B MPOKAT, MMyOJIMYHO UCTIOJIHSATh, TOKA3bIBATH/UCTIONHSATD B d(hUpe Win
pa3memiath B MiHTepHETE.

Hcnonp3oBanue "mupaTckoro" mporpaMMHOTO 00eCIeYeHUsI MOXKET MMPUBECTH K
MHOT'MM PUCKaM: OT MOTE€PHU JAHHBIX K TBOUM aKKayHTam A0 OJJOKHUPOBKHU TBOETO
YCTPOWCTBA, T/I€ YCTAHOBJICHA HellerajabHas nporpamma. He crout Ttakxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETAIbHBIE M O€CIIaTHBIC MPOTPaMMBbI, KOTOPHIE
MOYXHO HAaWTH B CETH.

O nopraie

CeteBr4OK.pd - TBOM TJIABHBIA COBETYUK B CETH. 3/1€Ch Thl MOXKEIIIb Y3HATh O
0€30IMaCHOCTH B CETH TIOHATHBIM U JOCTYITHBIM SI3BIKOM, a MIPH BO3HUKHOBEHUHU
KPUTHYECKOMN CUTYaIlMU OOPATUTHCS 3a COBETOM. A TakkKe MPUHATH Y4acTHE B
KOHKYpPCax M CTaTh CaMbIM IIU(PPOBLIM I'pakJaHUHOM !






